Lorain County Computer Users Group
www.LCCUG.com info@LCCUG.com
Volume 20 Number 11 November 2008

Inside This Issue

President 6Rg2L

LCCUG Officers List
Pg 2

November Programs

Pg 3
Minutes Pg 4
Election of Officers Pg 4
Genealogy Pg5

News, Views & Tips Pg 6

Treasurer 0Fg7R

Learn How to Download

eBooks Page 7

The New, Best & Worst
Pg 8

Need Help Pg 10

Classes, Workshops &
SIGs Pg 10,11

Digital Photo SIG Project

port

Tuesday, November 11, 2008

SAFE DRIVING TIPS

by
Lt. Glenn Peterson

State Highway Patrol
&

Lori Holdren Cook
AAA East Central

Tuesday, November 25, 2008

MUSICAL INSTRUMENTS
AND YOUR COMPUTER

Pg 11
Hacking 101 Pg 12 by
LCCUG Holiday Party Dave Ke nn ett

Pg 13
Scam: Anti-virus ScaFr: 1 LCCUG Mem ber

9

Find It Online Pg 15
Edit & Share Your Pic

Pg 16
Computer Coffee Klatch
Tips, Fun Facts, & Terms co-sponsored by the Lorain Public Library and LCCUG

Pg 18 &19 November 19, 2008 at 10 am to 12 pm in the media room at the

Map Pg 20 Lorain Public Library

We ask that you register for this program by calling 244-1192 ext. 272.

Monthly Meetings Held At Gould Auditorium
2nd Floor, St. Joseph Community Center, Lorain, OH

5:30 PM Doors Open With Outer Lobby Q & A Sessions

6

45 PM Meeting & Presentation Begins



http://www.LCCUG.com
mailto:info@LCCUG.com

A Word From
Our Presiden

Using a home video game console that connects to
your television is not how we usually think about inter-
acting with a computer. But the Nintendo Wii is a com-
puter with a CPU: PowerPC-based "Broadway" proces-
sor, made with a 90 nm SOl CMOS process, reportedly
clockedat729MHz -i n case youdre

The Wii gaming system has gained an unprecedented
popul arity with we fol de
game designers never intended to try to appeal to this
age group but it has turned out to be a good match.
The fiseniorso have di
get some exercise, stimulate their minds, and have a
jolly good ol' time!

All of sudden video games are no longer just kids' play.
We baby boomers are finding playing with the Wii ad-
dictive and good exercise to boot! Anything that gets
people socializing and more active is a good thing.

Actually, it has become an intergenerational activity.
You will find young children playing against their par-
ents and/or grandparents. Everyone using the Wii can
compete on a more even playing field and have fun.

Many seniors who were active in sports when they
were younger have been forced into a more sedentary
lifestyle after developing hip pain, shoulder pain, and
knee pain. The limited mobility that comes with arthritis
pain has forced them to give up athletics and become
spectators. That is, until the Nintendo Wii came along.

Many of the Wii games work on arm and shoulder
movements, but other body parts can be worked as
well. In tennis and bowling, for example, players must
take steps similar to lunges, a traditional physical ther-
apy exercise. The game you play can be as rigorous
as you care to make it.

Now days you will find physical therapy patients who
are boxing, bowling, playing tennis, golf, and baseball,
all in the name of Wii-habilitation.

"It doesn't feel like work, and | guess that's the benefit,"
one eager player reported. "You can pretend you're
Roger Federer."

"It's much more fun and you can keep challenging your-
self," another player said. "To people who are used to
exercising, it feels good."

Now, seniors are lining up at senior community centers
to play and compete against each other on the Nin-
tendo Wii sports games. It has become so popular that
many community centers are allowing additional time
for Wii.
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One of the most popular games is bowling. For those
who used to play tennis or baseball or who enjoyed
driving fast cars i they are the ones likely to be drawn
to those Wii game options.

On November 19 at 10 am at the Lorain Public Library,
we will have a program on the Wii game. One of the
young adult librarians will demonstrate the various
games available for the Wii and you will have a chance
to give it a try. Come and check it out! Discover your
youth again i just in time to put one on your Christmas

list! Sandee

Newsletter Editor: Pam Rihel using Microsoft Publisher, Corel
Paint Shop Pro X & American Greetings CreataCard

Thi s Mont hds :dvickyt Knickmant bou och, Edie
Lewandowski, Sandra Ruth, Kaye Coller, Don Hall, Ken Ritchey,
Joseph Moran, Joshua Gulick, Kris Glaser & Amber Edwards,
Richard W. Eastman, Pim Borman, Blaine Flamig, Marjie Tucker
Smart Computing Magazine, APCUG, and Microsoft Office art
online.

Printing Done In House
Assembly Done By:
Murray Ridge Production Center of Lorain, OH.
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TUESDAY
November 11, 2008

Gould Auditorium

SAFE DRIVING TIPS
by

Lt. Glenn Peterson State Highway Patrol
and

Lori Holdren Cook- AAA East Central

TUESDAY
November 25, 2008

Gould Auditorium

MUSICAL INSTRUMENTS
AND YOUR COMPUTER
by
Dave Kennett
LCCUG Member

Tonightos
computer oriented topics. We are very
pleased to have an opportunity to hear a
presentation developed jointly by the Ohio
State Highway Patrol and AAA East Central
on road safety and driving tips.

Please join us this evening as Lt. Glenn Pe-
terson/Ohio State Highway Patrol and Lori
Holdren Cook from AAA East Central discuss
how seniors can drive better, longer and
safer! Find out what are the best and worst
times to drive in Lorain County and where the
best & worst places to drive are.

Learn new driving techniques to make your
driving easier and gas saving tips all drivers
should practice.

With winter weather fast approaching and the
rising concern about the cost of gasoline, this
program will be chock full of tips and advice
related to driving your automobile.

program wi ||l

Tdheevri eadtse af r1o9n? 50 uWu ru si utazle r

your computer!

Actually, there are pianos, guitars, flutes,
trumpets, and about any other musical instru-
ment you can think of. All of this is made pos-
sible by a standard called MIDI (Musical In-
strument Digital Interface). The standard was
established in the early 80s, and has ad-
vanced considerably since then. Today, many
instruments can be accurately duplicated, or
an instrument can be created which has no
“real" counterpart.

Dave will talk about general MIDI, as well as
its use to create a virtual Wurlitzer style 216
theater pipe organ. Dave has added MIDI to a
1960s vintage Conn electronic organ. It now
duplicates the playing experience, and the
sound of the real thing.

| f you | ove musi c,
what musical things your computer can do.
Bring your musically inclined friends, too!

There will be time for questions to be answered at the end of the presentations.

Raffles will be held at both of these meetings.

“i? Computer Coffee Klatch

co-sponsored by the Lorain Public Library and LCCUG
November 19, 2008 at 10 AM in the media room at the
Lorain Public Library

Check out

We ask that you register for this program by calling 244-1192 ext. 272.

Presidentds column to the | eft.
This is for young and old alike.

A

Then join

you?ol
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Executive Board
Meeting Minutes

OCTOBER 7, 2008

Attending were Sandee Ruth, Lou Koch, Don Hall,
Micky Knickman, Pam Rihel, Kaye Coller and Edie
Lewandowski.

Additional discussions were held with regard to
lack of input from members as to what they would
like presented at meetings and the possibility of
holding one presentation a month.

Lou outlined programs for November and January.

The board discussed the possibility of car pooling
to the Mid Ohio Regional Conference. No decision
made.

Edie pointed out the interest for a class on Vista in
the September issue of the Interface and will follow
thru with an Edigram.

Lou moved, Sandee seconded to adjourn the
meeting.

kK kK

General
eting Minutes

OCTOBER 14, 2008

President Sandee Ruth called the meeting to or-
der. A motion to accept the August minutes as
shown in the October issue of the Interface was
made by Edie Lewandowski, seconded by Neil
Higgins. Motion passed.

Sandee gave a rundown of the upcoming
classes / SIGs in the computer lab for the month
of October.

Edie Lewandowski presented an informative pro-
gram using her new scanner. She started by tell-
ing how she makes a printed copy of the instruc-
tions so she has a hard copy to refer to. She ex-
plained the OCR, optical character recognition,
function and presented several examples.

Edie showed how you can make corrections to
pictures when scanning. This will make adjust-
ments easier when doing a final color/contrast/
brightness correction with advanced software.

Joe Harrold won the money raffle, Helen Joslyn
won the scanner hardware prize.

Keith Kuhn moved, Don Gilbert seconded that the
meeting be adjourned.

Sandee Ruth
Lou Koch

President:
Vice President:

Treasurer:

Micky Knickman
Don Hall

Secretary:

2008 LCCUG Election

Currently we have the following people willing
to run for these positions on the
Board of Directors.

Web Page Editor:
Education Director:
Membership Director:
Public Relations:
Newsletter Editor:

If anyone else is interested in volunteering their time and energy
to be a Board Member, please contact
Sandee at: president@lccug.com

Kaye Coller

Edie Lewandowski
Ken Ritchey

Pamela Rihel
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Kaye Coller casey@erienet.net

| often suggest free online genealogy sites, and | think
you should get as much information as you can for
free. Of course, you want to make sure it's reliable and
that you cite your sources. However, there are times
when spending a little money is also a good idea, and |
suggest you look into the county genealogy sites that
exist in areas where your ancestors lived. These county
sites can have different features and you may find in-
formation even in a county you don't think you're con-
nected with.

Lorain County Genealogy Chapter of Ohio Geneal-
ogy Society - LCC-OGS - is an example of one of the
best, in my opinion, and none of my ancestors lived
here. In the past, | went to some of their special events
and a few meetings. | learned so much | decided to
join. Even when a speaker talks about something that
doesn't really help me, I've enjoyed the presentation.

For instance, Dr. James Freed presented "Genetic Ge-

neal ogy; Using DNA to find

information about paternal DNA. Since I'm female and
don't have any living male relatives (at least that | can
locate), DNA genealogy doesn't help me. But his talk
was so interesting, it was definitely worth hearing. The
program in October by Alan Rabe of the Family History
Center of Kirtland gave plenty of information about cur-
rent features and what is planned for the future on
familysearch.org.

Yearly dues for LCC-OGS are $12 for 2009 if you pay
before the end of 2008. Yearly dues increase to $15 in
January. Meetings are the second Monday of each
month at 7:00 pm at the North Ridgeville Public Library,
35700 Bainbridge Road, North Ridgeville, OH
Webpage:http://www.rootsweb.ancestry.com/~ohlorain/

What might you find on these different county web-
sites? The Lorain site has information about Anniversa-
ries and Weddings, Bible Records, Birth and Baptisms,
Biographies, Cemeteries, Census Data, City Directo-
ries, Surnames, and much more. Other counties may
have more or less, but are worth checking out. Many
give tips on doing your research, for example. Consider
checking counties that border counties your ancestors
lived in also. Often, there are links to other sites that
can help your search. Joining one or more county ge-
nealogy organization can be worth the money you
spend for it. For example, most have a publication sent
out monthly, or maybe less frequently, but still worth
the dues. One of my brick wall families comes from

November 2008| Interface

Muskingum Co. | joined hoping | might find information
and because members can send queries. | haven't got-
ten a response yet, but the newsletter they send out is
still worth it. It's full of newsy articles from the past that
give me an idea of how my family lived and what was
going on then.

Even if you don't join a county group, | strongly suggest
you join the Ohio Genealogical Society, the largest
state genealogical society in the United States. It
serves members as well as the general public by ac-
quiring, preserving, and making available genealogical
and historical information. As a non-profit organization,
it depends on dues, donations, grants, etc to fund its
activities. Currently, it's raising money to build a new
library. If you've ever been to the current one in Mans-
field, you know how crowded it is. OGS was given 7.6
acres of land near Interstate 71 to build a new facility,
but hasn't accumulated all funds it needed to build.
This isn't a plea to get you to donate (although that
would be nice), so | won't go into any more detail about
the proposed library. Go to http://www.ogs.org for more
information and to see what all OGS has to offer.

Member Benefits

* Access to the members-only section with numer-

ous databases

*  Subscriptions to the OGS Quarterly and Ohio

*  Genealogy News
y & uVse A e QGSLiprans g noghatde n gav

*  Discounts on OGS Publications and Conferénces
OGS sponsors seminars throughout the state and
gives guidance to its state chapters. One of the most
valuable features offered to members is access to
NewspaperARCHIVE.com which contains tens of mil-
lions of searchable newspaper pages dating as far
back as the 1700s! I've already found numerous refer-
ences to ancestors and | haven't had time to scratch
the surface of this archive. In fact, as soon as | finish
this article, I'm going to log on and look for my great-
great-grandmother in Pennsylvania.

Here's the part about money:

Dues per year:
*  One person - $32
* Two people at the same address; one subscrip-
tion to OGN and OGSQ -$37
* One or two adults and all children under age 18
residing at the same address - $42
*  Student under age 23 - $25

I know, it's not cheap, but besides the member bene-
fits, you're helping OGS continue to add to its publica-
tions and support for genealogists in our never-ending,
sometimes frustrating, always interesting quest for our
ancestors. Course you could always join for life - that's
only $1200 for one person or $2800 for 2.
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EiuElRiComputing.

News, Views & Tips

Compiled by Joseph Moran
Microsoft News

IE8 To Include New Privacy
Modes

Most Web browsers help you safe-
guard your privacy by letting you periodically delete data
the browser collects during the course of normal Web
surfing. But Internet Explorer 8, which should be out by
the time you read this, will go a step further than some
by including a new privacy feature that prevents brows-
ing data from being recorded in the first place.

The feature, dubbed InPrivate Browsing, will ensure that
I nternet Explorer 8 doesn
temporary files, browser history, search queries, and
other data. A related feature called InPrivate Blocking
will warn you when the sites you visit include content
that can track your browsing habits.

Photosynth Creates 3D Environments Using Digital
Snapshots

Microsoft Live Labs launched Photosynth
(www.photosynth.com), a free software utility and Web-
based service that lets you create three-dimensional,
360-degree environments using standard 2D digital
photos.

To use Photosynth, you need to start with several dozen
overlapping snapshots of an object or area taken from
several different angles and vantage points. The Photo-
synth software will analyze your photos, stitch them to-
gether into a 3D environment, and upload them to the
Web site where they can be viewed via a browser.

0t

business equipment

365-2288 - Elyria 1-800-238-8973 - USA
591 Cleveland Street Elyria, Ohio 44035
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* CUSTOMPCS & L APTOPS

* CALL FORBESTPRICES
* EDUCATION DISCOUNTS
+LCD MONITORS& TVS

Channel Partner
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Shop at and save $$$

90 days same as cash

New Zune Hardware, Software Debuts

Microsoft has introduced two new mod-
els of its Zune digital media player. The
new high-end model, the Zune 120,
boasts a 120GB hard drive and carries
a $249.99 price tag, while the Zune 16
features 16GB of flash memory-based
storage for $199.99.

The Zuneds also g
the firmware side, adding features
such as the ability to stream and
download music via Wi-Fi and tag
songs heard on the integrated FM ra-
dio for purchase. The Zune software
update is free, compatible with all
Zunes, and available for download at
www.zune.net.

WigidowsTips hGhangesDesktgr h
Icon Size (Vista Only)

L U 1T Tr d
The ZunehlZO
mixes classic
media player
features (such
as support for
music, photos,
and video) with
radio and Wi-Fi
connectivity.
Interestingly,
¥o'g canctay &M |i
radio songs as
you listen to
them so you
can buy the

If the icons on your Vista Desktop are
too small to see clearly, or you think
theyore taking up
thereds an easy way ¢to0
When you right-click an empty part of the Desktop and
sel ect Vi ew, youobl | be
Medium, and Classic (WinXP style and the smallest)
icon sizes.

I f youbre not satisfied wi
and youdve got a mouse Wi
further fine-tune the size of your Desktop icons. First,

click somewhere on the Desktop, then hold down the

CTRL key. Now, move the
down to grow or shrink the icons.

Block International Spam In Windows Malil
(Vista Only)

— 11f you get a lot of spam emall,
. |chances are that a sizeable chunk of
" ||it comes in from outside the United
St at es.
! Windows Mail can filter many such

With Windows Mail,
you can reduce
spam by filtering

messages from non

-U.S. addresses or

those in languages

other than English.

messages based on the country of
origin or the language used.

From the Tools menu in Windows
Mail, choose Junk E-mail Options
and then click the International tab.
Now click the Blocked Top-Level Do-

mains List button,
list of country-specific two-letter domain codes. Put a

check next to each
messages from, and Windows Mail will automatically put
messages from email addresses containing those codes
into your Junk E-mail folder. (There are over 200 codes
in the |list so if youdre

international email, you can click Select All, but you

(Continued on pag@é)
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(Continued from pag6) News, Views & Tips
might also want to deselect .US, the United States na- I—earn HOW tO

tional domain code; itds nat VerDO\WﬂTdédeBi)%)(kSright now,

but that may change in the future.) When you're done,

click OK. Location: Main Library, 6th & Reid Ave. Lorain
Because not all international email comes from ad- Event:  Learn how to download ebooks BA
dresses with foreign country codes (some just use plain Date:  Sunday, December 7, 2008 ~F
old .com or .net), Windows Mail can also identify inter- Time:  2:00 pm %,
national email messages by their use (_)f non-Enin_sh Description: Ik?
characters in the text. From the International tab, click

Blocked Encoding List, and check the character sets Learn how to download digital eBooks for your read-
you donoét want to receive |mmgsosdistering pleasure. Read eBooksxa*agal e
Cyrillic (a mainly Russian and Eastern European alpha- eBooks while you relax, exercise *or* travel. There
bet) is used in a lot of spam. are never any overdue fines with eBooks.

Windows News Pre-registration

Y

Microsoft Offers College Stludgent sj AUl tilfnat eod

Discount On Vista, Office ) o Re(I]Buwed
%—- = y
Any Microsoft sof tware with d Aultimateodo in|the

title normally carries a he|fdaling: 4002423 £192t*@*d-800-B22 READ, BX@ 270 o|mp a n
giving budget-conscious college students the opportu-
nity to buy pricey software at a hefty discount.

Under the Ultimate Steal program, qualified
students can buy Microsoft Office Ultimate

2007, for $59.95 and the Windows Vista M SPGCIa|

Ultimate Upgrade for $64.95 (the list prices viurray

are $679.95 and $219.95, respectively). For ‘ lld%e Thanks _

eligibility requirements or to place an order, Cg‘};gr“fné"” to those at the Murray Ridge
visit www.theultimatesteal.com. - Production Center in Lorain, a

i ] o ) worksite of the Lorain County Board of Mental Re-

Windows Media Player 11 Gets Critical Security tardation, for collating, folding, and stapling our
Patch newsletter. If any other organizations or busi-

nesses would like to acquire their help, contact

Microsoft has issued a patch for Windows Media Player i
them at (440) 284-2720 or www.mrpcinc.com.

11 to correct a critical security flaw that could allow an
attacker to gain complete control of a system when
someone with an administrator account in Windows

streams a specially-designed audio file.
1

The security flaw affects Windows Media Player 118 but LCCUG Treasurer's Report
not previous versionsd in both the 32- and 64-bit ver- —
sions of Windows XP and Vista. Those whose PCs 9/12 |Beginning balance $ 7,139.35
arenét configured to automat]i CE%fndleymerﬂHér%jsoad sec‘$ur3i75_@0 up -
dates can download the patch from tinyurl.com/5bhwilr.

) . ) family memberships $ 11250
Microsoft Sends Windows Gurus To Retail Stores -

Amazon.com referral income $ 59.56
Hoping to help boost sales of Microsoft software and )
Windows-based PCs, the company is sending its own raffle donations $ s647
team of 155 customer service representatives into retail Newsletter expenses $ (82.84)
stores like Best Buy and Circuit City.
Internet expenses $ (15.00)

The Gurus, who will not be paid on commission, will be . .
available to provide demonstrations and answer gques- Misc membership expenses $ (122.37)
tions about Microsoft products available for sale in the Gould Auditorium rent $ (425.00)
stor e, but they wonét provifde|_technical Supp T prod
ucts that customers already own. Semi-annual insurance é (256‘6)0{
Reprinted with permission from Smart Computing. Visit 10/10|LCCUG Certificate of Deposit $ 5,187.03
http://www.smart ting.com to | hat Smart C ti
[l SraricompUIng com o learn what Smart Compuing can /10l General Fund balance $ 1,660.64
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The New, The Best, &
The Worst

by Pim Borman,

Webmaster, SW Indiana PC Users Group
http://swipcug.apcug.org

swipcug (at) gmail.com

Could Cuil Cool Google?

Let me digress. | suspect that most of my readers, like
myself, have reached that stage in life when our wis-
dom exceeds our wits. To make sense of our surround-
ings we must keep our glasses clean and a fresh bat-
tery in our hearing aid.

Recently my son, Mike, and | were watching a DVD
from his vast collection (Batman Begins, in case you're
wondering). Mike turns on the subtitles for me, so it
wasn't until we took a break for some light refresh-
ments that | noticed that my hearing aid battery had
died. As | proceeded to insert a fresh battery, Mike
marveled at the tiny disk that successfully powers a
small in-ear hearing aid for several weeks. | told him
that they are unlike watch batteries and that they are
air-powered to the best of my recollection. Before the
first use, they are activated by removing a small foil tab
to admit air. Mike appeared to question my wisdom, if
not my wits.

Just to be sure of the facts, back home | fired up
Google and searched for "zinc air battery." That
yielded 433,000 results, confirming that my recollection
of the technology was correct. One of the results made
me sit up and take notice:

Zinc-Air Batteries.

With the removal of a sealing tab, oxygen from the air
is introduced into the cell. A zinc-air battery usually
reaches full operating voltage within 5 ...

| often have trouble getting a new battery to work right
away and have been scratching the electrodes with a
pen knife to assure good electrical contact. The incom-
plete reference snippet teasingly suggested that the
battery simply needed 5 somethings (minutes maybe?)
to activate. Maybe the scratching had nothing to do
with it? | tried to retrieve the full article, but the link was
dead and the cache was empty. None of the other
Google retrievals mentioned anything about activation
time.

| recently read about a new search program, called Cuil
(pronounced "cool"), meaning "wisdom" in Gaelic. Re-
portedly it improves on Google by scanning articles for
organization of ideas, instead of number of links. It was
mostly created by former Google employees and can

be accessed at www.cuil.com. Early reviews of Cuil
have been mixed, so | thought this was a good time to
give it a try.

As a result of my query about "zinc air battery,” Cuil
produced exactly 8 results, including 5 virtually identical
ones from a single vendor site,
www.batteriesplus.com/. Not very helpful. So much for
Cuil, as it stands now.

The same query on Yahoo yielded 4,270,000 results,
with the first page mostly from hearing aid battery sell-
ers that probably paid to be listed first. The teasing ref-
erence found earlier with Google was listed by Yahoo
at the bottom of the page, but it also ended in 5...
(what?).

I went back to Google and narrowed the search to "zinc
air battery activation." That yielded the mysterious ref-
erence right on top, adding that the activation time was
5 seconds.

Well, it takes longer than 5 seconds to insert the battery
and check the hearing aid by holding it in the closed fist
and listening for its feedback squeal.

With a magnifying glass | detected 3 tiny air holes un-
der the tab in the positive top of the battery. Certainly, it
would take some time for sufficient air to diffuse
through those little holes to activate the battery. | ran a
quick experiment, checking how fast the voltage builds
up in the hearing aid battery after removing the seal
tab, and found that it took about 1 1/2 minutes. With the
battery under load in a hearing aid it may well take a
little longer than that.

Next time my hearing aid needs a new battery | may
only need to wait a few minutes for it to get up to
speed.

Meanwhile I'll stick with Google for my searches until
Cuil has added more wits to its wisdom.

Zinc-Air Batteries

(side bar)

Zinc-Air batteries, as used in hearing aids, are great
performers in comparison to other types of batteries.
On an equal weight basis they carry 4-5 times as much
charge as lead-acid, nickel-cadmium and nickel-hydride
batteries, and 30% more than lithium ion batteries.
They maintain a constant power output over better than
85% of the time to full discharge. Because of inexpen-
sive ingredients: zinc, aqueous caustic, carbon and
some plastic membranes, encased in a metal con-
tainer, they are inexpensive to manufacture. The bat-
teries are non-toxic and pose no danger to the environ-
ment on disposal. They are not a fire hazard, like lith-
ium batteries.

They have two major shortcomings: a limited life time
when air is admitted, and they are not rechargeable.
(Continued on pag®)
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Zinc-Air batteries are fuel cells that consume zinc. In
comparison to the much-ballyhooed hydrogen fuel
cells, zinc is inexpensive, easily transported and stored,
non-hazardous, and the spent fuel, zinc oxide, is easily
regenerated electrically from renewable sources.

Large-scale experiments have demonstrated that the
batteries can power city buses for a full day's use, us-
ing recyclable zinc-electrolyte cartridges for fuel. The
US Army is a large-scale user of Zinc-Air batteries in
battlefield operations. They provide 4 to 6 times the run
time of conventional batteries, and are used with port-
able equipment, in locations where reliable electrical
power is not available.

Desktop Publishing With Scribus

Now that the format of this newsletter is no longer re-
strained to eight Xeroxed pages for mailing, | will add
some color and variety to the layout. That requires
switching from the OpenOffice Writer word processor |
have been using to a desktop publishing program, pref-
erably inexpensive and easy to use.

| considered my old copy of MS Picturelt! Publisher, but
that uses a proprietary file format not easily converted
to pdf.

| found an offer of a free desktop publishing program
online, PagesPlus, list price $129.99, with a special
download offer for only $10. Inexpensive enough to be
worth a try. | paid my dues, downloaded and installed
the program. The interface was not very intuitive, so |
started with chapter 1 of the tutorial. That pointed me in

the right direction and | eagerly went on to chapter 2.
Surprise! The rest of the tutorial required downloading
or ordering a CD at a cost of $99.99! | quickly lost inter-
est.

I am much in support of OpenSource (free) programs,
many of which are quite sophisticated, such as
OpenOffice Writer and The Gimp. At one time | had
looked at Scribus, an Open Source, full-featured desk-
top publishing program, available in versions for Linux,
the MAC and Windows. At the time | was scared away
by its extensive set of icons and cascading menus
since | could not find a helpful manual.

| decided to give Scribus another try and went looking
for online help. Happily | found an excellent tutorial at
http://wiki.scribus.net/index.php/
Get_Started_with_Scribus . | am still learning as | am
writing this, but if the newsletter looks different when
you read this you'll know that | learned at least the ba-
sics of Scribus and desktop publishing. As usual, it all
seems so simple when you follow the tutorial, but when
you are on your own the feared unintended conse-
quences rear up. Fortunately there is a lot of helpful
information to fall back on in the aforementioned refer-
ence, so I'm getting there.

Of course, the desktop publishing program is only a
tool, and it will require new skills to design attractive
layouts. Suggestions are more than welcome!

© 2008 Willem F.H. Borman. This article may be reproduced in its
entirety only, including this statement, by non-profit organizations in
their member publications, with mention of the author's name and the
Southwestern Indiana PC Users Group, Inc.
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FREE ESTIMATES!

440-3652380

8 THIS DR. MAKES HOUSE CALLS &
405 Cleveland St., Elyria 44035
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NEED HELP?0
Her eods

Neil Higgins
440-967-9061 - higgins.neil@gmail.com
Evenings 6 p.m. -10 p.m. + Weekends
Hardware, Linux & Windows Operating Systems,
Tweaking your system

Wh o

Micky Knickman

440-967-3118 - micky@knickman.com

Evenings 5 p.m. i 9 p.m. + Weekends

General Software Configuration, Hardware Installation,
Basic to Advanced Windows

Lou Koch

440-985-1585 - Ikkoch@centurytel.net
Microsoft Office: Excel, Word, PowerPoint, Publisher, Access, &
Outlook, Basic to Advanced Windows

Edie Lewandowski

440-282-4188 - elew@erienet.net

Daytime - midnight

Desktop Publishing, General File Management, Eudora Email,
MSWorks Tools,

Richard Barnett

440-365-9442 - Richard216@aol.com

Evenings & Weekends

General Software Configuration, Hardwarelnstallation, Basic to
Advanced Windows & Web Page Design

Sandee Ruth

440-984-2692 - sandee29@gmail.com

6 p.m. - 10 p.m. except when at work

Basic Word Processing, Windows, & Web Design
Advanced Internet

Jeff Kasler

440-967-7142 - Jeffk@roadrunner.com
10 a.m.-7p.m.
Burning CDs using Record Now

David Kennett

440-327-8624 - w8kfj@yahoo.com
9am.-8p.m.
Video Editing & DVD Burning

Cathy Ratcliff

therats1@verizon.net

Though she lives in Coshocton, you can call
740-327-1483 before 8 pm

Paint Shop Pro, other Photo Editing programs,
Microsoft Office programs

LCCUG OGOINACLASSES

AND WORKSHOPS
ALL AREFREEAND OPENTO THE PuBLIC

Genealogy Class

Date: Thursday, November 6, 2008
Time: 5-7 pm

Instructor: Pam Rihel

Place: LCCC Learning Center.

St . Joebs Com. Center,

Learn more about finding your ancestors with public
records & online websites. How to start & sources to use.

You must register before the 15th,
Email: LadyGeneo@roadrunner.com
Phone: 440-277-6076

Problem Solving Workshop

Date: Tuesday, November 18, 2008
Time: 5:30-8 pm Instructor: Micky Knickman, et al.
Place: Amherst Church of the Nazarene

210 Cooper Foster Park Rd.,44001

Learn how to repair or update your computer by chang-
ing hard drives, memory, CD ROMs, etc.

Members are encouraged to bring their computers any-
time before 7:30 pm for assistance from Micky, Neil or other
knowledgeable members.

Microsoft Digital Image

Date: Mondays, November 3th and 17th
Time: 3:00 to 4:30 pm
Place: LCCC Learning Center

St. Joebs Com.

For Info contact Joe Harrold - 440-967-58470r
Jncharrold@centurytel.net

Center, 2

All Senior Center Classes

Date: Tuesday January 13, 2009 & Thursday the 15th

Time: 9:30 am Jan"ary

Place: Lorain Senior Center
Instruct een

3360 Garff
classes for Seniors: Computer 1 & 2,
Keyboarding and Review

Digital Photos & Graphics SIG

21st

1st

We have lost some of our members willing to tak

calls.

to this list by contacting the Newsletter Editor
newsletter@LCCUG.com

If you would like to help us out, add your narfe

Date: Monday, November 17, 2008

Place: Lorain Public Main Library - 6th & Reid Ave.
Time: 7 - 8:30 pm

Instructor: Sandee Ruth, president@Iccug.com.

Check our blog for photo ideas in the meantime -
http://lccugphotosig.blogspot.com/
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November 2008 Classes

Class Type Location Registratior] November Time |More Inf¢
Classes / Workshops

Problem Solving Amherst Tuesday

Micky Knickman Church of the Nazareriéot Required November 18] 5:30-8 pm Page
210 Cooper Foster Rark 2008 10

Microsoft Digital LCCC Learning Centet4696758470f  Mondays

Imaging SIG St. Joeds | Cloadmarrold|e nvbverhber | 3-4:30 pm Page

Joe Harrold 21st & Broadway @centurytel.ret 3 & 17, 2008 10

Genealogy Class | LCCC Learning CenterReg. required

Online & Off St. Joeds | ady@eneoCe nhusday 5-7 pm Page

Pam Rihel 21st & Broadway | roadrunner.cdfovember 6, 2008 10

Digital Photos Lorain Public Library|4402441192 dr  Monday

& Graphics SIG 6th & Reid 1-806322READ November 17| 7-8:30 pm| & 298

Sandee Ruth X272 2008 10

All Sr Center Classgslorain Senior Center Tuesday .

Sandy Strong 3360 Garfield Blvd. | 4402884040| Januar md A@ﬂﬂ“ﬂge

Mavle Green Thé ' 10

January 15th

Have had some requests to provide a class on the Vista Operating System

At this point, first of all, we need an instructor.

Secondly we need to know how many are interested in attending such a clas
See recent Ediegram pertaining to this topic and make your reply to that mess

S.
age.

Digital Photo SIG Project

On November 17, the Digital Photo SIG will hold their
final Meeting for 2008 at the Lorain Public Library at 7
p.m.

Sandee had proposed that all participants in the SIG
submit 5 or 6 of their all time favorite pictures to her and
she will put them in a slide show that she will play
during the December 9th, LCCUG Christmas Party.

Anyone who participated in the SIG during 2008 is
encouraged to participate. Start looking at your photos
and picking your favorites.

Please get them to Sandee as a digital file at the
November 17th, meeting or before.
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Hacking 101 rSpeag

By Marjie Tucker, Editor, Macon Computer User Group,
North Carolina, www.mcug.org
mcug@dnet.net

We are being bombarded with warnings about securing
our data and the entry to our computers. Do you ever won-
der what the big fuss is all about? How can a hacker pos-
sibly get into your data? And, what would he be looking
for? Let's spend some time answering those questions.

How Does A Hacker Get In To Your Computer?
When you give your computer access to the Internet,
you need an IP (Internet Protocol) address. The IP ad-
dresses that we are currently using have 4 octets with
periods between them. They will be something like
192.168.100.1. When you access the Internet, that ad-
dress is read by the router, modem, whatever that links
you to your Internet Service Provider. Then it is read by
the routers that route all the data through the Internet.
This address makes it possible for you to send data,
such as e-mail or requests for web pages. And, in turn,
that same address is used to direct incoming e-mail and
web pages into your computer. There are several web-
sites and programs available that will translate these IP
addresses into the name of the company that pur-
chased them. In many cases, like our residential us-
ages, the company name will be the ISP. For commer-
cial use, it will be the name of the company that rents
the block of IP addresses. Hackers use this IP address
information to find their targets much like we use a
physical address to find a house or office.

Once a hacker finds out your IP address it's relatively
simple to send your computer a Trojan horse program,
spyware, or a virus that will open a port that you usually
don't use. Once that port has been opened, he can
freely enter into your operating system and browse
around just like he was there in person. He would look
for programs that store valuable data like social security
numbers and credit card account numbers. (Do you
have that information entered into your Quicken or
Money program?)

He would look through your My Documents folder for
password lists and search your Internet Explorer favor-
ites for financial sites where you saved the username
and password. And, before he leaves he usually plants
another Trojan horse that will give him the ability to take
control of your computer in the future.

Commercial Websites

The most common way to hack into a company's web-
site through the Internet is by using a Denial of Service
attack. These DoS attacks use multiple computers to
overload a website with bogus requests for information.
The hacker usually creates a Trojan horse program that
he sends into the computers of unsuspecting people

(remember that program that was left behind when your
computer was invaded above?) The message that he
creates usually contains a header saying that it comes
from an IP address that doesn't exist. When he is ready
to attack, he calls up all the computers that he infected
with his Trojan horse and tells them to contact a specific
IP address. Those computers follow his instructions and
send his preprogrammed message to that website.
Servers that control websites always check to verify that
IP addresses requesting information or webpage
downloads are legitimate addresses. When a server is
hit by a bombardment of these false address requests, it
tries to track down every one of the fake addresses.
Before long the server becomes overwhelmed by the
fruitless process and crashes. When it crashes, the
website will vanish and the hacker will be given access
to a prompt for the server. He can then use Linux or
DOS commands to request and view information on that
server other servers.

How About Wireless?

Letds put this
people are sharing a wireless network. It's like leaving a
child alone in a candy store. In this case the airport's
wireless system usually provides the I[P addresses
through DHCP and he can easily look at the list of ad-
dresses that have been supplied. He can test each of the
addresses for available ports and it's quick work to ac-
cess the most vulnerable. The same principles apply in
hotels and restaurants that provide wireless Internet ac-
cess. If you have a wireless network in your home, our
hacker can drive down your street using a laptop or PDA
to search for wireless networks. This process is called
Wardriving. If he finds one that has not been secured at
all, he doesn't even have a challenge. If you have added
a password, he simply has to crack the password.

What Tools Do They Use?

It's very easy for a potential hacker to find the tools of his
trade. There are many websites that offer program tools
and tutorials for using them. Here are some of the popular:

Anonymizers and Remailers - Anonymizers are online
services that eliminate the trail of information that is left
behind. These sites use anonymous proxies that a
hacker can use to access computers and servers with-
out leaving his IP address on any log. Remailers strip
the header off a message and replace it with a mean-
ingless header that can't be traced.

Command.com - When this command is typed into a
server it will basically give you administrative rights. You
can then see all the folders and files. It's also very easy
for the hacker to create a new administrative account
that he can re-use in the future.

Password Crackers - These programs try random
passwords at lightening speeds. They are usually very
successful.

Key Loggers - Hackers frequently install these on com-

puters, especially public PCs. The programs actually
(Continued on pag&3)

hacker into
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(Continued from pag&2) Hacking 101
record every stroke that you make. Hence, when you
type in a username and password, it has been captured.

Port Knocking - This is a method of externally opening
ports on a firewall by mimicking the process you nor-
mally use to add a port to your firewall.

Wireshark - This popular program captures and ana-
lyzes the data on a network. It's used by hackers to find
information they want and it's also used by network ad-
ministrators to manage networks.

Aircrack - This program is used to crack wireless WEP
and WPA passwords.

Metasploit Framework - This is a tool that can be used
by hackers to search the Internet for sites that have dubi-
ous code. These are the sites that are the easiest to hack
- especially when this program does the searching for you.

Networks identifying the types of data and the inter-
nal addresses of this data. It's a valuable tool for admin-
istrators, but can save a great deal of time for a hacker.

NMAP - This is a port scanner. Since a hacker knows
that he needs to use a port to access your computer or
network, he can use this program to see which ports
you have open.

NetStumbler - This program finds any wireless net-
works that are in range. Wardrivers drive through resi-
dential neighborhoods using NetStumbler to search for
available wireless networks.

Kismet - This program takes NetStumbler one step far-
ther. It searches for wireless networks that are not
broadcasting their SSID.

NSLookup - If you type a domain name into this pro-
gram, it will give you the company's IP address

Traceroute - This is a very valuable troubleshooting
tool for technicians. It will trace a packet on its route
through the Internet. It shows every IP address it visits
along the way.

Snort - This is an open-source intrusion detection sys-
tem. It shows traffic analysis and packet logging on net-
works.

TCPdump - This is the most widely used network snif-
fer/analyzer for UNIX networks.

Net Cat - This has been called the Swiss army program
for hackers. It performs many sniffing and cracking
tasks. This was really just some of the basics. But, if we
know why security is so important, we may remember to
take the right precautions. Hope your web surfing stays
secure.

This article has been obtained

of the author (see-mail address above).
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LCCUG
HOLIDAY PARTY TIME

ELECTION OF OFFICERS
CHINESE RAFFLE
& MOREZEé.

When

¢ December 9th general meeting

¢ Gould Auditorium

¢ Members are asked to bring finger food
or dessert to share with others

¢ Beverages and eating utensils will be
furnished by the club

* Every food item brought in will entitle you
to aticket for the Chinese Raffle

Chinese Raffle

+ Raffle items are usually computer related,
but can be anything

¢ |f you bring software, please make sure it
has not been previously registered

¢« Every item brought in for the raffle will
also entitle you to aticket for the Chinese
Raffle

¢ Additional tickets will be 2 for $1 - 12 for
$5

Second Harvest Food Bank

* As always all ticket proceeds will go to
Second Harvest

* We will be collecting non-perishable food
items, but would prefer cash donations or
ticket purchases

¢ For each and every non-perishable item
you donate to Second Harvest, you will be
given aticket for the Chinese Raffle

Election of Officers

¢+ Be apart of deciding who will represent
you for the coming year
* Bethereto cast your vote

APCUG W.Il_IOW atbhOGUt lettin

t t % .0.s. i
your frlenas iInon ?hue ]quS'[rI\(/)I?Ieg erm

and the LCCUG club as well?
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Scam: Anti-virus Scan

Copyright© 1996-2008 by Richard W. Eastman used
with permission.

This stuff should be outlawed. A certain web site lies to
you in an attempt to sell you some worthless anti-virus
software. | recently visited a new web site | had not
seen before. A pop-up window appeared and warned
that my computer system might be infected with a virus.
It asked if | wanted to perform a virus scan. | dislike pop
-up ads and never buy anything from such obnoxious
advertising methods. | clicked on "Cancel." The system
seemingly ignored my cancel request and then ap-
peared to launch a disk scan of my system. Three or
four seconds later, the "disk scan" completed, and dire
warnings appeared with lots of words in a bright red
font. The pop-up was labeled as an "Online Windows
security scanner,"” and it claimed that my computer was
infected with viruses.

| was immediately suspicious: there is no way that any
program can scan my 250 gigabyte hard drive in only 3
or 4 seconds. A proper scan of that much data would
require several minutes.

The warning listed several DLL files (dynamic link librar-
ies) that were supposedly infected with viruses and
then also said that my copy of Internet Explorer 7 was
infected with a virus. The warning also listed several
programs as Windows spyware products installed on
my system. Finally, it claimed: Total infected files de-
tected: 45.

The pop-up window recommended that | purchase a
virus removal tool from the company that created the
disk scan in order to "protect my system."

There is but one problem: | was using a Macintosh.
Macintosh systems don't have DLL files and cannot run
Internet Explorer 7, a Windows-only program! In other
words, there is no copy of Internet Explorer on the sys-
tem, and there are no DLL files there either. There are
also no Windows spyware programs running as the
system won't run Windows programs. This "Online Win-
dows security scanner" pop-up ad claimed that | had
viruses in programs that do not exist on my system!

The ad also had a prominent image of a locked padlock
and the words "Encrypted Secure Site." However, a
quick check of the web browser shows that it isn't en-
crypted. The ad lies to you.

The ad is a scam, designed to frighten people who are
not computer experts into purchasing a worthless piece
of software they do not need. The pop-up claimed to be
an "Online Windows security scanner," but it really isn't
a scanner at all. It isn't even a Windows program.

Most of the people who encounter this scam will be
Windows users, and some number of them will believe
what the advertisement claims. Some will even pur-
chase the worthless service the company sells. This
type of scan is referred
tisement tries to scare you into purchasing something
you don't need. Here's my advice:

1. If you have a Windows system, always run anti-virus
software and keep it up to date. (Many people pur-
chase and install anti-virus software, then never update
it. That's a waste of money; if you don't update it daily
or weekly, then why bother to even purchase it?)

2. There are many reputable anti-virus programs avail-
able. Never purchase one from an unknown source or
from any advertisement that suddenly pops up on your
system.

3. If any ad or service claims that you have a virus,
consider that to be a POSSIBILITY, not a fact. Then
obtain a proper anti-virus scan from an independent
source and check it out.

NOTE: There is a great FREE anti-virus scanning ser-
vice available at http://housecall.trendmicro.com. Use
that to scan your Windows system, not a product from
an unknown company that pops up advertising on your
system. (You can easily verify the worthiness of http://
housecall.trendmicro.com in a quick search on Google
or any other search engine; lots of virus experts recom-
mend it.) Never accept the word of an advertisement
that appears on your system; always get a second
opinion.

4. If a pop-up ad for anything suddenly appears on your
screen, hang onto your wallet tightly. Not all pop-ups
are scams, but many of them are. Whether it is a scam
or not, pop-ups are an obnoxious advertising tech-
nique. Do you really want to do business with a com-
pany that uses such intrusive advertisements in an at-
tempt to sell you something you really didn't want?

The world is full of con artists. Some of them will claim
that you have viruses and spyware. Don't believe them;
get a second opinion before spending any money.

Go to http://tiny.cc/auuXj to subscribe to Dick East-
manoés geneal ogy newsl ettt

The DAILY newsletter for genealogy consum-
ers, packed with straight talk - hold the sugar
coating - whether the vendors like it or not!

Also check out: http://www.eogen.com/ The Encyclo-
pedia of Genealogy, a free-content encyclopedia cre-
ated by its readers, people like you.
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